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BLACK

arbon Black Enterprise Response

|41 AOIH 213 R YT BX| / HAIZH AL S &2

2]

A Notifications v | 4 Administration v | Cb Admin ~ & Respond + A Noifications (1) ~ | & Administration v | Cb Admin +
po
DESCRIPTION ACTIVITY ALERT DATA ACTION
1 T T T
092508 09:2509 092510 092513 14
6C0952FDOB1FS0EIF56267FOB16C02AC 0 6C0952FDOBIFS0ESF56267F 0B 16C02AC 5 - S SRS
2016:01:27 0925:14.350 GMT | childproc 9
4 ”
BT O about 5 days Alliance: VirusTotal Score > 3 ’ 20160127 09:25:09.128 GMT | modload  Loaded ¢ system32\apphelp dil Signed (353 v
mysinglemessenger exe 2, Unsigned Wy Viatehists =y o
(2 more) ! 2016-01-27 0925:09.128 GMT | modioad  Loaded c-lprogram files\samsunglscan and fax manage v
PID 4328 started c program filesisamsunglscan and fax manag (
@?‘ 9BEFCC5726B2A602D4F59240F 14DACAT 0 98EFCC5726B2A602D4F59240F 14DACAT 5 2016-0127 09:25:09.126 GMT | ehildproc %) .
\-“Cj
2 0 2016-01-27 09250990 GMT | modioad  Loaded ¢ ystem32profapi dil Signed (c733d2330623bTHice5031e4b756026) v
BIT9 © about 5 days " v
keygen exe a Unsigned Q'J'j"r[hﬂ":m‘a' Score> 3 ety e 2016:01-27 032508984 GMT | modoad  Loadsd clprogram fles common fles! desktop agenticdasvps dl Explict Distrust (373028044cd61423 v
2016-01-27 09.25:08.969 GMT | modioad  Loaded c lprogram files\samsunglscan and fax manager 2icdas 2pcsastyle cistyles Unsigned (4
_M 6ED168BEFBEEGODCICEIF25CF116COFD 0 GED1ABBEFBEERODCICE3F25CF 116CIFD % 2016-01-27 09:25:08.969 GMT | modioad system32\psapl.dil Signed (a5 630a3: ) v
2016-01-27 0925:08 968 GMT | modioad  Loaded c lui system32imidimap.dll Signed (5a12c3dadfddicclad0e5bebbe34462) v
2 feed rsting o
BITY © about 5 days Alliance: VirusTotal Score > 3 e 2016-01-27 0925:08.967 GMT | modload system32imsacm32 dl Signed (856 e1a04986bf1c8) v
keygen exe @ Unsigned My Watchlists crteslly  mmm
2016-01-27 092508 966 GMT | modload Isystem32imsacm32 drv Signed (073934 163b03c8301) v
2016-01-27 0325:08.958 GMT | modload system32taudioses dll Signed (5068937a81360d16a5¢772302b3 v
@ 9ESTONCS0DB3F6BCEA4B2IBESTSTATE 0 9EST011C50DB3FEBCAALB2IBES19TAIE 5
r: 2016-01-27 092508 954 GMT | modload v
1 2016:01-27 0925:08.953 GMT | modload  Loaded ¢ v
GHOSTLIKE-PC @ about 7 days Alliance: VirusTotal Score’> 3
kmsenvice.exe @ Unsigned

My Watchiists e 2016-01-27 032508 953 GMT | modioad  Loaded ¢
< Current Server License will expire in 17 days v
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® Why you need Carbon Black ?
© 22 2o SE2 A0 SIE L QMMTLT AP XHTHIL ALS B A /EHX]

Carbon Black2 AA[7IC 2 LML= ALO|H SRt AHIEE EX[ol XIEHO| 7HSRILICE

CHISH 2B A2 oM TZMA EFX| Al
D2NAZS AAZIOZ DUER HIE SILIZ SHAF HIXIZ O3
U= J|= Q3 EtX| SAE HEYT RpEt
( Windows, Linux, Mac X&)
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Threat Intelligence

Carbon BlackO|A| X|Sdl= <4HIE I

— 1
AO[H 2|3 &2 s+ A

Z=Q Alliance 74 H

VirusTotal, MDL, THREATCONNECT, abuse.ch,
AlienVaults, ThreatExcahnge, Tor, NVD &

Feature (1)

= Threat Intelligence Feeds

Threat Intelligence

B Threat Report Search

+ Add NewFeed .

Jvinstotal

VirusTotal hamesses the
power of gver fifty-five Anti-
Virus vendors to identify

suspicious binares.

It is necessary to share MDSs
of observed binaries with the -

More Infa »
-]

Enabled

Email Me On Hit

v Nofffications

Thiz feed contains inteligence
provided by AlienVaults Open
Thrzat Exchange ) It
leverages insights into attacks
scross the community and wi
show you hostile scanning

*
hosts, malware hosts, and
Mare Info »
-]
¥ Enabled
Email Me On Hit
» Nofifications
# Actions ¥

Threst Reports »

-~
*

Mahware Domain List is a non-
commercial community project
to track domains used by
mahware. This feed contains
the most recent 180 days of
entrigs.

Moinfon

-}

¥ Enabled

Email Me On Hit

Notifications

# Actions

For more infarmation and to o
jain the exchang;

2
More Info »
-]
Enabled
Notfications
Process r.‘slc'v_esf # Actions +

s
Thresat Reparts »

Threat inteligence data provided
by ThreatCannect to the Carbon
Black Community

There are no requirements to share
any dsta to receive this feed.

Mare Info »

[}

¥ Enabled

Email Me On Hit

Notifications

F Actions =

Tor

This feed is & list of Tor Node IP
addresses, updated every 30
minutes.

There are no requirements to share
any data to receve this feed.

More Info »

®

¥ Enabled

Email Me On Hit

+ Hofifications

# Actions ~

abuse.ch tracks CAC saners
for Zeus, SpyEye and Palevo
malware. This feed combines
the three domain names.

blackiists.
There are no requirements ta v
[

[}

# Enabled

Email Me On Hit

» Nofifications

F Actions *

Threat Reports »

Natiofhal
fulnerability
Database
i i g

NVD is the U.S. government
repostory of standards based
vulnerability management
data. This feed will flag
executed applications
vulnerable to one or more

CVEs with CW5S scores higher

Mare Info »

-}

¥ Enabled

Email Me On Hit

Noifications

# Actions

Threat Reports ¥

Copyright INSEC Co.,Ldt. All Rights Reserved.



CARBON

8 BLACK

Feature (2) H

Endpoint Monitoring

X|&XMO R DLIEZSIT HE 7|2510] RIGHAID 24 A| L5t OIE|HE MEHE HZEHL|C}

Process Search

0 Hostame (19) ©@  ParentProcess (5) 0 ctName File Version  Filepaths Groups  Hosinames
Q Q Q
ubime_textexe (44.9%) default group (100.0%) insexcpe (0.6%) exclorerexe (57.5%) Digital Signature (1) @ Publisher (2) (] Company Name (200) ®  ProductName (200) (]
e wooribanksecioggather.exe (11 ghostiike-pe [0.0%) senvioes.exe (20.8%) e Q Q Q Q
bests updater.exe (10.3%) camsa (08.2%) runones.axe (0.0%) Unsigned (100.0%) Microsoft Corporation (57.1%) Microsoft Corporation (87.3%) Microsoft® NET Framework (45.2%)
celibrte.updatersarvios.hostexe (10.3%) chanuos (0.0%) ummprdodownloader.ere (2.1%] KONICA MINOLTA BUSINESS TECHN... Intel Corporation (3.4%) Micrasot R} Windaws (%) Gpersiing Sy... e
Adoba Systems Microsoft® Windows® Operating Syste
More
Adobe Systems, Incorporsted (1.9%) Mierasaft (R Visual Studia (R) 2010 (5...
Host Type a Hour of Day [i] Day of Week i} Process Start Times L] More
100 100 10
10 1 10 Sign Time Host Count First Seen Cb Alliance: VirusTotal Hit Counts
0 10K 10k 100
workstation 1 1 1
100% 1k 1
1 i L
2 2p 8 p Sun Toe 5 110 1 2 2 y f
- BEE ) 0UE 0V OV 0B @0 % 4
Related Events Showing 10 | of 145 matching processes Sorthy  None v
N beats updater.exe  abouts days on INSEX-PC regmod 15 filemod 0 modioad 0 netconn3  proc 0 N
ciprogram files (x86)\beats by dr. dre'beats updater exe Qs Related Metadata Showing | 10 | 0f 4521 matching binaries Sortby| None 7]
qttask.exe about 7 days on INSEX-PC regmod 0 filemod0  modload 19 netconn  proc 0 Unsigned ﬁ 13702953109 1AG3HBUYUBU3H 26284830 Seen as: uninstall exe about 11 days Size: 101.89 KB i
ciprogram files (x88)\quicktime\qttask exe Q) Signature: Unsigned ~ Company: Gretech Corporation Q
sublime_text.exe about days on INSEX-PC regmod 0 filemod 0 modioad 41  netconn0  proc 0 BZIC599EL169HCUbZ68/ 369/UDABABY  Seen as: daumiesetting exe about 11 days Size: 5T KB i
cprogram files\sublime text 2\sublime_textexe Qy Signature: Unsigned Q
o beats updater.exe  about7 days on INSEX-PC regmod 51 filemod 0 modload 51 netconnd  proc 0 BFCBI20/FIFCTCEDBLUADEBBFACES ... Seen as: logmanager.exe about 11 days Size: 2305 KB o
c\program files (x86)beats by dr. dre\beats updater.exe Qo Signature: Unsigned Q
wooribankseclog...  about6 days on INSEX-PC regmed 0 filemod0  modload42 netconn  proc 0 2958B4-6UFA2CHBAA6FCI30ALIOAELDR  Seen as: sefime.exe about 11 days Size: 595 KB e
c\program files (x86)wooribankireal ibanksecloggather exe Q) . i
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Process Analysis

ot T2 M|AL| Threat Intelligence
29| MatchE Soff &M TZMA HE 8191 715

OSEMA &S 21

Filemod, Regmod, Modload, netconn, blocks
CiYet 7|22 = & 2108 &F0l¢

AN ZEMA St 7|2 BAM 7S

|8 M2 3] Aol

ZHHE 2] UOINAE ¢
Threat Intelligence2] HE 22| MatchE Sl

oM SOl I Jts

Feature (3)

*ff Process Analysis
chrome.exe on 2 SUNGMIN-PC b,‘ S

Command line: "C:\Program File

g\

Process
Analysis

eckare ) Javaws.axe d:u!

launcher exe

Mo

modioad (130)
chikdproz (22)
regmod (18)

netconn (18]

y D Invest hreat ms  Feed:
Child MD5
Type @ Directories @
Q Q
filemod (277} clwindows\syswowd4

&luserslsungminlapp

erslsungminlapp

1
¢ \userslsungminlapp
I

erslsungminlapp

Investigation @
Q

Untaggad (488)

& Action  File Type

Threst Lavel @
Q

Known Good (25)

Known Bad (1)

Domsin  IP Reg Action  Reg Hive

181 Isalste host

Process: chrome exe

PID: 25085

2
Start Time: 2012-01-25T16:51:22.657Z
Interface IP: 102.168.0.36

Server Comms IP; 182,158.0.38

chrome.exe: Signad by Google Inc

R Alliance Feeds 1 hit(s) in 1 report(s)

3 0n Demand Feeds 4 hitjs) in 2 report{s)

Child Path D Reset

Sesrch Terms @ Feeds @

Q Q
SRSTrust (0
VirusTotal (1)
BitB+CBThrestintel (4

Naone (461)

5201272019201

2016-01-26 10:40:55.148
GMT
2016-01-26 16:53:12.373
GMT

2018-01-26 15:50:45.302

12011/20183/30105/201 277201 D3/2013 2o Amaado s Amar doosrdo

%86 fnen  Ca Desediis

212010120193/ 20195/ 20197/ 20192013 172015

©

filemod | First wrote fo c\userslsun,

filemad | First wrote to clusersisu

gmin\appdatatiocaligoogle\chromeluser data\defaultinetwork action predictor

ngminlappdatslocaligoogle\chrome\user datalsafe browsing cookies

filemod | First wrote to elusers\sungmin\appdatatiocaligooglelchromeluser data\defaultifavieons

Copyright INSEC Co.,Ldt. All Rights Reserved.




10 SARBON Feature (4)

BLACK

o Isolate [ SAE HIESA A2 7|15 ]

security

O Za| 71502 FH2ea Moo EAIS NSt BE HEYT SAIS RpcHHL|Ct

re you sure you want to isolate CARBONBLACKTEST from the
etwork?

en isolated, all network traffic not to the Carbon Black server wil be)
locked. This includes all intemet traffic, web browsing, email and
ietwork management services. The user is not notified by Carbon
lack, though the computer will no longer work ss expected.

he computer will remain isolated untl isolation is disabled orthe
amputer r2boots.

On Demand Feeds: .

Copyright INSEC Co.,Ldt. All Rights Reserved.
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Live Response

ANELQIE 9

Feature (5)

AbM| B A Tl

=1 =x<

OO|METI HAAE
PCE memdump

K

X

pwd
reg

Ik

[l

led f1

mand refe
e

0 b

oM TEMA S E fet Command Line

Live Response

e SAE)
EMIRHAS

d SAENANM
SEEREIS
O2MA =5

& Host Details

Hostname:

Q0s: Windows 7 Ultimate Servic ...

IP: 192.168.0.53

Uptime: 7 hours

Mext Checkin: was expected 0 seconds

Last Checkin: 30 seconds

Status: Online

0 Alerts
@ 95ECHBASF04534FF2B1B3850ATEAASID 51
@ E321CE488F5760CS7F2DECB598495F83 51
% FAS5E03266ECF5C21DCCIBTDB255CIDE 51
Il 522BB99269C1CFTAAFS09F 3ACIBA4BEB 51
@ 0D4792DF41568E054EBRCE322D2DA012 51
15 2E6215108125A42160A1EC17208A50F0 51
1) ABF64234F 34625T1E665278280402198 51
[ BC17TEAFSE4883284AT5FCE60CTFO21AB 51
ih 750446ED76A5013E902174DDDDA1AG2E 51
T A4C5BEA455234AFD3B622D838CDE4C39 51
@ 95ECEBASF04534FF2B1B3850ATEAASOD 51
@ E321CE488F5760C97F 2DECB598495F 83 51

Copyright INSEC Co.,Ldt. All Rights Reserved.




12 CARBON
BLACK

Easy Hash

Hash A1 71S22 S8 Hashils 71 &

Ban

Feature (6)

FENIEEN

@ Use the checkboxes to remove hashes or click the hash fo edit

@ KNOWN HASHES

ed by Carbon Black
9166C1276B296BCT8FAB16CD8448CD32

The following hashes are rec

NOTES

Bit + stk

1 computers have seen this md5 in 1 v
processes.

Banning the hashes listed above will prevent them from executing

Cancel Ban

51.0Patch3 Bitd

o

Sort By |MD3 v | ® Asc O Desc Q
BANNED HASH NOTES MOSTRECENT ~ TOTAL HOSTSW ATLEASTONE  BAN
BLOCK BLOCKS BLOCK
efbb53d93618c372a852e10841530954 A 0
. ~ ™\
c6a0e0bcBcdfc199db1a358c0chdhdd2 Ban Test for Samsa WA 0 ()
™
£355012fa264h22baddc67323e0e819 Ban Test for Sungmin about7 12 SUNGMIN-PC ()
days
ad4d3a17d461e01627d0c58Mfe51258 A 0
™
01a4136d5db828478100f53a2ed8d96b  Ban Testfor Samsa NIA 0 ()
™
Bed5adn3d38c2 1300706796696 about 1 day 1 CARBONBLACKTEST ()
™
B80415c85312172bdc94h402aedeh30s Ban Test for Samsa aboutd 1 INSECSECU-PC (}
days
™
7467d903ceda2fB693c169eb54421600  Ban Testfor Samsa A 0 ()

Copyright INSEC Co.,Ldt. All Rights Reserved.
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3]0|E2|AE(WhiteList) 2t?
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CarbonBlack Enterprise Protection 274

i
F44 e )
%xl ENT

Computer P2PE Sot _
System GEIAET HEE OiY CfREE

MY L HEE

ZEHE| 2 AT
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» WhiteList 24|20 HQM
“) B M M QE B OIS £X O 59 ) MEO|H WY MEL AT EI}OF 1000 BN
OlAf QEE|T YBLILY

Total Malware New Malware
All years Last 10 years Last 5 years Last 24 months Last 12 months All years Last 10 years Last 5 years Last 24 months Last 12 months
= Total Malw, Malware
— AL = Z= 0O = O
OtYAE £ T3 o 527 O ME Y HS wis
| 10007HH O] &
N N -IIIII|| IIIIII I
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WhiteList VS BlackList
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WhitelList 2tAl 3 BlackList 2HAle| Hn &

WhitelList s BlackList
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® WhiteList 2&lQ] H M

o WhitelList 2A12| CarbonBlack Enterprise Protection=S At
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CarbonBlack Enterprise Protection SZ}ai4]

AFEXEPCE AMEg &= Q= HEZ L= F, Protection AgentE & X[gfLICY,
2 Ol XMzHS L5510 310|ER|AEZ MAMEH|C}

PCL. ***IEI MEJ%'.*;OH CH et

bt
N
_i?_l-
pal
o

v

PC >

CarbonBlack Enterprise Protection

= Agent 2X|

Server
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CarbonBlack Enterprise Protection SZ}ai4]

7 UWHO| 22 XHof| A

Off CHot A 22| Xtof|A| %5P71| =

ProtectionOi| 2|5 At
MHO| k|7 22| Xt= SH

Server

O15t01 ZOI/AIEHS
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CLICK

SECURITY

:#*LogRhythm

@BrightPoint

L3 Check Point

Infoblox -

exabea

facebook

Peristalsis

\CYPHORT

N last palo

0 i8N

splunk>

B ISIGHTPARTNERS Td' [~ wombat

Q
=
i T
DAMBALLA THREATQUOTIENT
‘ rednat &
TECHNOLOOY PARTNER Tos"l.‘
== IEM A ;
E - weis <WFireEye
— Radar
g X THREAT M = Microsoft

[~
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o CISHHOH &2 M 915

| B

Peristalsis (2)

% 23 Ik

QD 0 0o
IN

security

ot M=

° Carbon Black2 ot2fe}t 22 &2 M(Network Security, Endpoint Security, SEIM / Analytics,

Threat Intelligence, Third—party and In-house Tool)1} ¢

&% Microsoft

DAMBALLA

'\&cvpmoq’r
paloalto

mnlack
Open and Extensible

Platform

B2 Microsoft

Tie

-~
THREATQUOTIENT

»

DAMBALLA

NIST

Threat Intelligenc®

StAO

2t = ASLIC

LK =)
o=

Visibility

Know what's happening on
every computer right now

Prevention

Stop attacks with proactive,
customizable techniques

Network
Security

I Check Point

Y,
—>FIDELIS

<§J FireEye
palozlto

Threat Intelligence Cloud
Threat Indicators  Reputation  Attack Classification

Analytics
and SIEM

Big Data .
RSA

Open API - Open API|
Analytics :
splunk >
ArcSight<t
Real-time Sensor and Enforcement Engine :#LogRhythm
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