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Instructions

Carbon Black Enterprise Response

Carbon Black

DESCRIPTION

D 6C0952F DOB1FS0EIF56267F0B16C02AC

BIT9 © about 5 days
mysinglemessenger exe a Unsigned
(2 more)
@h 9BEFCC5726B2A602D4F59240F14DACAT
&
BIT9 © about 5 days
keygen.exe @ Unsigned
_M GED168BEFBEE6ODCICEIF25CF116C0F0
BIT9 @ about 5 days
keygen exe @ Unsigned

@  9E9T011C50DB3F6BCEA4B21BES1STAIE
C:

GHOSTLIKE-PC
kmservice.exe

@ about 7 days
@ Unsigned

Carbon Black

A Notifications v

ACTIVITY ALERT DATA

0 6C0952FD0B1F50EIF56267FOB16C02AC

4 Aliiance: VirusTotal Score &gt; 3

Alliance: VirusTotal Score > 3
My Watchlists

0 98EFCC5726B2A602D4F59240F 14DACAT

2

Alliance: VirusTotal Score > 3

My Watchlists

0 6ED16BBEFBEERODCICE3F25CF 116CIF0
2

Alliance: VirusTotal Score > 3

My Watchlists

0 9E97011CE0DBIF6BCAA4B21BESSTAIE
1

Alliance: VirusTotal Score > 3
My Watchlists

/ g/

& Administration v | Cb Admin

ACTION

crtealty  mmm

citcalty  mmm

.

feed rating

report scor

crteslly  mmm

creslly  mmm

& Respond v

A Notifications (1) v @ Administration v

Cb Admin ~

1 T T T
092508 09:2509 092510 092513
20160127 092514350 GMT | chidproc &) , T S .
20160427 092509 28 GMT | modioad  Loaded c system32iapphelp il Signed (863 v
20160127 092509128 GMT | modioad  Loaded c*\program fles\samsunglscan and fax manager 2iscanmg v
PID 4328 started c tprogram filesisamsunglscan and fax manager 2isc i
20160127 0925:09.126 GMT | childproc 79 .
20160427 09250990 GMT | modioad  Loaded c ystem32\profapi dil Signed (c733d2336623bTffce5031edbT56ee26) v
20160127 0925:08.984 GMT | modoad  Loaded c* files\common fies! desklop agenticdasrvps dil Explicit Distrust (373128044cd61423 v
2016027 092508969 GMT | modioad  Loaded c \program files\samsunglscan and fax manager 2icdas 2pclsastyle cistyles Unsigned (4
20160127 0925:08.969 GMT | modioad system32psapl d Signed (a5 630a35cbedc) v
20160127 092508968 GMT | modioad  Loaded ¢ system32imidimap dil Signed (5a12c364ad 1ddfccOad0e5bdbbc34452) v
20160127 092508967 GMT | modioad system32imsacm32 dil Signed (856 e1a04986bf1c8) v
20160127 092508966 GMT | modload \system32imsacm32 drv Signed (07393al 1b63b03c8301) v
20160127 092508959 GMT | modioad system32iaudioses di Signed (5008937a81360d16a5¢772302bd3 v
20160127 092508954 GMT | modioad v
20160127 092508953 GMT | modioad  Loaded c v
2016-04-27 092508953 GMT | modioad  Loaded c v

Current Server License will expire in 17 days
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» Why you need Carbon Black ?

= /

Carbon Black A ‘ )

Threat
Intelligence Cloud

N2

4

( Windows, Linux, Mac )
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» Threat Intelligence:

Carbon Black

Carbon Black

Threat Intelligence

® =52 Alliance 41+

VirusTotal, MDL, THREATCONNECT, abuse.ch,
AlienVaults , ThreatExcahnge, Tor, NVD

Feature (1)

Threat Intelligence Feeds

Threat Intelligence

B Threat Report Search + Add NewFeed .

Jvinstotal

VirusTotal hamesses the
power of gver fifty-five Anti-
vendors fo identfy

suspicious binares.

Virus

It is necessary to share MDSs

v
Enabled
Email Me On Hit
+ Hofifications
& Actionz +
Threst Reports »
0
Thiz feed contains inteligence
provided by AlienVaults Open
Thrzat Exchange (OTX). It
insights into attacks
scross the community and wi
show you hostile scanning .
hosts, malware hosts, and
Mare Info »
-]
¥ Enabled
Email Me On Hit
» Nofifications
# Actions ¥

Threst Reports »

mahware. This feed contains
the most recent 180 days of

entrigs.

Moinfon

-}

¥ Enabled

Email Me On Hit

Notifications

# Actions =

For more infarmation and to o
e, plesse vist

110
/I you are akeady 8
lease go to v

acebook.comip)

More Info »

]

Enabled

Notifications

Process Matches »

# Actions ~

Black Community

There are no requirements to share
any dsta to receive this feed.

Mare Info »

[}

¥ Enabled

Email Me On Hit

Notifications

F Actions =

Tor

This feed is & list of Tor Node IP

addn
minutes.

. updated every 30

There arz no requirements to share

any data to receve this feed.

More Info »

®

¥ Enabled

Email Me On Hit

+ Hofifications

# Actions ~

Natioha

fulnerability
Database
i i g

NVD is the U.S. government

vulnerability mans
data. This feed wi
executed applications
wu
CVEs with CW5S scores higher
Mare Info »

.ch tracks CEC servers
SpyEye and Palevo
malware. This feed combines
the three domain names.

blackiists.

v

# Enabled

Email Me On Hit

» Nofifications

F Actions *

based

tory of stands

rable to one or more

-}

¥ Enabled

Email Me On Hit

Noifications

# Actions
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Feature (2)

» Endpoint Monitorings

Process Search

©  Hostname (19)

Q Q

default group (100.0%)

sublime_exd2xe (44.8%)

bests updater.axe (10.3%)

insex-pe (0.6%)

ghostike-pe (0.0%)]
samss (08.2%)

cellebrite updaterservica host.exe (10.3%) chanu-pe (0.9%)

o0

Binary Search

Parent Process (5) L]

Q

explorer.exe (57.5%)

senvices.exe (20.8%) e

runonee exe (9.9%)

ummpvidzodownloader.exe (2.1%)

More
Host Type a Hour of Day [i] Day of Week i} Process Start Times L]
100 100
10 10 10
workstation 1 1 1
100%
2 2p & 0 Sun Tee Thu S 110 18 2 2
Related Events Showing 10 | of 145 matching processes Sorthy  None v
N beats updater.exe  abouts days on INSEX-PC regmod 15 filemod 0 modioad 0 netconn3  proc 0
cprogram files (x86)beats by dr. dretbeats updater.exe Qs
qttask.exe about7 days on INSEX-PC regmod 0 filemod 0 modload 19 netconn0  proc 0
cprogram files (x86)\quicktime'giiask exe Q)
sublime_textexe  about5 days on INSEX-PC regmod 0 filemod 0 modioad41 netconn  proc 0
c\program files\sublime text 2isublime_textexe Q)
o beats updater.exe  about7 days on INSEX-PC regmod 51 filemod 0 modload 51 netconnd  proc 0
c\program files (:86)beats by dr. dre\beats updater.exe Q)
wooribankseclog...  about6 days on INSEX-PC regmod 0 filemod 0 modload42 netconn0  proc 0
c\program files (x86)wooribankireal ibanksecloggather exe Q)
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